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Keamanan  Informasi

Keamanan  
Siber

Keamanan  Informasi  & 
Keamanan  Siber

Berfokus pada 
Keamanan Fisik dan 
Digital dari sebuah 

informasi

Berfokus hanya pada 
Keamanan Digital dari 

sebuah informasi



Informasi  ad a lah  DATA  yang t e lah  d io lah  se h ingga  
m e m iliki m akna  b agi p e ne rim a  a t au  p e ngguna .

Dap a t  d ianggap  se b aga i ASET ka re na  m e m iliki n ila i 
yang p e n t ing d a lam  b e rb aga i kon t e ks . 

Apa  itu  Informasi  ?

 Data  = Informasi =  Aset

In fo rm as i d ap a t  m e n jad i ase t  d a lam  b isn is  ka re na  
d ap a t  d igunakan  un t uk m e ngam b il ke p u t usan  yang 
t e p a t , m e ngid e n t ifikas i p e luang b aru , d an  
m e n ingka t kan  e fis ie ns i op e ras iona l. 



Siklus  Hidup  Informasi  

Informasi dibuat, baik berupa data digital maupun 
fisik

Informasi  disimpan  di  lokasi  yang  aman,  
seperti  database,  file  server,  atau  
penyimpanan  lokal .

Informasi  digunakan  untuk  mendukung  
kegiatan  operasional  atau  pengambilan  
keputusan .

Informasi  dibagikan,  baik  secara  internal  maupun  
eksternal,  dengan  tetap  mempertimbangkan  
keamanan  dan  privasi .

Informasi  yang  sudah  tidak  aktif  dipindahkan  
ke arsip  untuk  penyimpanan  jangka panjang .

Informasi  yang  sudah  tidak  diperlukan  
dihancurkan  secara  aman  untuk  mencegah  
kebocoran .



Klasifikasi  Informasi  



Konsep Dasar
Keamanan  Informasi



Pilar  Keamanan  Informasi   
& Keamanan  Siber

Menekankan  pentingnya  peran  manusia  
d a lam  m e n jaga  ke am anan , t e rm asuk 
ke sad aran , p e la t ihan , d an  t anggung 
jawab  ind ivid u

Me ncakup  kebijakan,  prosedur,  dan  
manajemen  risiko  un t uk m e m ast ikan  
p rakt ik ke am anan  d it e rap kan  secara  
kons is t e n
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Pengenalan  ISO27001
mengapa perlu ?

COMPANY BRANDING
• Menerapkan  standar  ISO27001  dapat  memiliki  dampak  positif  terhadap  citra  dan  

reputasi  perusahaan .
• Menunjukkan  kepada  klien,  pelanggan,  dan  pemangku  kepentingan  bahwa  organisasi  

serius  pada  keamanan  informasi .

ORGANIZATION IMPROVEMENT
• Dapat  menjadi  alat  yang  kuat  untuk  meningkatkan  efektivitas,  efisiensi,  dan  

ketahanan  organisasi  secara  keseluruhan . 
• Bukan  hanya  tentang  memastikan  kepatuhan  terhadap  standar,  tetapi  juga tentang  

meningkatkan  proses  bisnis,  pengelolaan  risiko,  dan  budaya  keamanan  informasi  di  
seluruh  organisasi .



Pengenalan  ISO27001
Manfaat Implementasi



Pengenalan  ISO27001

• ISO 27001 adalah standar internasional untuk 
Information Security Management System 
(ISMS).

• Memberikan kerangka kerja untuk melindungi 
informasi organisasi secara sistematis dan 
terukur.

• Berfokus pada aspek keamanan informasi, 
keamanan siber, dan data pribadi



Standar  Keluarga  27000



Standar  Keluarga  27000
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PDCA CycleISO27001



ISO27001

Klausul 4: Konteks Organisasi
Mengidentifikasi faktor internal, eksternal, serta kebutuhan pihak terkait.

Output:
• Statement of Applicability (SoA): Daftar kontrol keamanan yang relevan.
• Dokumen ruang lingkup ISMS.

Klausul 5: Kepemimpinan
Peran manajemen puncak dalam memberikan dukungan, arahan, dan kebijakan.

Output:
• Kebijakan keamanan informasi yang ditandatangani.
• Struktur peran dan tanggung jawab keamanan informasi.

Klausul 6: Perencanaan
Analisis risiko dan peluang keamanan informasi.

Output:
• Risk Assessment Report: Dokumen penilaian risiko.
• Risk Treatment Plan (RTP): Rencana mitigasi risiko.
• Tujuan keamanan informasi yang terukur.



ISO27001

Klausul 7: Dukungan
Penyediaan sumber daya, pelatihan, kesadaran, dan dokumentasi untuk mendukung ISMS.

Output:
• Rekaman pelatihan dan kompetensi staf.
• Kebijakan komunikasi internal dan eksternal.
• Informasi terdokumentasi, seperti panduan, prosedur, dan laporan.

Klausul 8: Operasi
Implementasi rencana operasional untuk pengendalian risiko keamanan 
informasi.

Output:
• Risk Treatment Implementation Records: Rekaman pelaksanaan mitigasi risiko.
• Bukti pelaksanaan prosedur operasional keamanan informasi.



ISO27001

Klausul 9: Evaluasi Kinerja
Proses untuk memantau, mengukur, dan mengevaluasi ISMS, termasuk audit internal.

Output:
• Laporan audit internal yang mendetail.
• Tinjauan manajemen yang berisi analisis efektivitas ISMS dan peluang perbaikan.



ISO27001

Klausul 10: Peningkatan
Tindakan korektif dan peningkatan berkelanjutan ISMS berdasarkan temuan dari 
evaluasi.

Output:
• Laporan ketidaksesuaian dan tindakan korektif.
• Catatan peningkatan berkelanjutan ISMS.



Alur  Proses  ISO27001



Alur  Proses  ISO27001



Before

After

Kontrol 
Keamanan

ISO27001:2013 - 114 Kontrol Keamanan

ISO27001:2022 - 93 Kontrol Keamanan



Kontrol Keamanan 
ISO27001:2022



Kontrol Keamanan

11 Kontrol keamanan baru

Kontrol Baru

DiperbaharuiPenggabungan

24 Penggabungan beberapa kontrol 58 Kontrol diperbaharui



Kontrol Keamanan



5.7 Threat 
In t e llige nce

Kontrol Keamanan 

5.23 In fo rm at ion  
se curit y fo r c loud  

se rvice s

5.30  ICT re ad ine ss  
fo r b us ine ss  
con t inu it y

7.4  Phys ica l 
se curit y 

m onit o ring

8.9  Configura t ion  
Manage m e nt

8.10  In fo rm at ion  
De le t ion

8.11 Dat a  
Masking

8.12 Dat a  
Le akage  

Pre ve n t ion

8.16  Monit o ring 
Act ivit ie s

8.23 We b  
Filt e ring

8.28 Se cure  
Cod ing

Baru



Kontrol 
Keamanan Baru

ISO27001:2022

Implementasi



Implementasi  Kontrol  
Keamanan  Baru   ISO27001:2022

Jumlah Kontrol Baru

Kontrol Fisik

Kontrol Organisasi

Kontrol Teknologi

Terdapat 11 Kontrol Keamanan 
Baru pada ISO27001:2022

Terdapat 3 Kontrol keamanan 
baru terkait dengan keamanan 
organisasi, kontrol tersebut 
adalah 5.7 , 5.23 , dan 5.30 

Terdapat 1 Kontrol keamanan 
baru terkait dengan keamanan 
fisik, kontrol tersebut adalah 7.4

Terdapat 7 Kontrol Keamanan 
Baru terkait keamanan teknologi, 
kontrol tersebut adalah 8.9 , 8.10 , 
8.11 , 8.12 , 8.16 , 8.23 , 8.28



5.7 Threat 
In t e llige nce



5.23 Keamanan 
in fo rm as i un t uk 
p e nggunaan  layanan  
c loud



5.30 Kesiapan TIK 
un t uk kon t inu it as  
b isn is



7.4 Pemonitoran 
ke am anan  fis ik 



8.9 Manajemen 
konfiguras i



8.10 Penghapusan 
In fo rm as i



8.11 Penyamaran 
(m asking) Dat a



8.12 Pencegahan 
Ke b ocoran  Dat a



8.16 Pemonitoran 
Akt ivit as



8.23 Web 
Filt e ring



8.28 Pengkodean 
yang Am an



Strategi 
Implementasi  
ISO27001:2022



1 Implementasi 
5 Kontrol Terpenuhi

5.7 Threat Intelligence

8.16 Activity Monitoring

8.23 Web Filtering

8.7 Protection against malware

8.8 Management of technical vulnerabilities

+



1 Implementasi 
2 Kontrol Terpenuhi

8.28 Secure Coding8.8 Management of technical 
vulnerabilities atau



Selanjutnya ..
ISO 22701
Privacy Information 
Management



ISO/IEC 27701:2019
Security techniques —
Extension to ISO/IEC
27001 and ISO/IEC 27002
for Privacy Information
Management –

Requirement and guidelines



Course aim

To provide a typical framework for extending your ISO/IEC 
27001 information security management system (ISMS) 

including the more specific requirements and guidance for 
protecting your organization’s personally identifiable 

information (PII), together constituting a privacy information 
management system (PIMS)



Benefits of implementing ISO/IEC 27701

Tailored to 
PII

controllers 
and 

processors

Provides 
assurance 

and 
confidence

Maps to 
GDPR and 

various 
frameworks

Generates 
documentary 

evidence
Reduces 

complexity



Reminder: What is a PIMS?

Privacy Information
Management System (PIMS)



PIMS Plan, Do, Check, Act cycle

🗸🗸
🗸🗸
🗸🗸

PLAN DO

ACT CHECK



Integration – High level structure

Records 
management 
requirements 
and 
expectations

Customers 
and 
stakeholders

Customers 
and 
stakeholders

Right 
managerial 
decisions to 
achieve 
policy and 
expectations

INPUT
Context of 

the 
organization

Planning

Performance
evaluation

Leadership

Support

Improvement

Operation

OUTPUTDoc info



Contents in ISO/IEC 27701



1. Scope
2. Normative Reference
3. Terms, definitions and 
abbreviations



4 General



4 General



Clause 5: PIMS-specific
requirements related to
ISO/IEC 27001

Clause 6: PIMS-specific 
guidance related to 
ISO/IEC 27002

Clause 7: Additional
ISO/IEC 27002 guidance 
for PII controllers

Clause 8: Additional
ISO/IEC 27002 guidance 
for PII processors



Annex A- F
Annex Detail

Annex A (informative) PIMS-specific reference control objectives and 
controls (PII Controllers)

Annex B (normative) PIMS-specific reference control objectives and 
controls (PII Processors)

Annex C (informative) Mapping to ISO/IEC 29100
Table C.1 — Mapping of controls for PII controllers 
and ISO/IEC 29100
Table C.2 — Mapping of controls for PII processors 
and ISO/IEC 29100

Annex D (informative) Mapping to the General Data Protection Regulation

Annex E (informative) Mapping to ISO/IEC 27018 and ISO/IEC 29151

Annex F (informative) How to apply ISO/IEC 27701 to ISO/IEC 27001 and
ISO/IEC 27002



Clause 5

Clause 5: PIMS-specific requirements related to ISO/IEC
27001



Clause 5.2 Context of the organization

ORGANIZATION

Intended 
outcomes of 

the PIMS 
(e.g. 

objectives)
External and 

internal factors 
(5.2.1)

Purpose 
(7.2.1
8.2.2)

Scope
(5.2.3)

Legal and 
other 

requirements 
(5.2.1)

Interested 
parties 

relevant to 
the PIMS 
(5.2.2)

External and
internal factors

Determine

Visions, mission, strategic direction etc.



Leadership 
and 

commitment Policy

Organizational
roles,

responsibilities 
and

authorities

Embedding 
the PIMS in 

the
organization’s

culture

Clause 5.3 Leadership



PRIVACY RISK ASSESSMENT

Personal details
Name: *********
Address: *******
***************

Personal details 
Name: Carl Smith 
Address: 4 Any 
Road, Somewhere

5.4.1 Actions 
to address 
risks and 
opportunities

5.4.2
Information 

security 
objectives 

and planning 
to achieve 

them

Clause 5.4 Planning



Clause 5.4.2

Results 
measured 

and 
evaluated?

Information security
objectives and planning
to achieve them

Clause 5.4 Planning



1. Resources
2. Competence

Clause 5.5 Support



Clause 5.5 SupportClause 5.5 Support

STAFF COMMUNICATIONS

PIMS policy

5.5.3 Awareness 5.5.4 Communication 5.5.5 Documented information



Personal Information Management System

PIMS policy

Process-specific 
policies

Processes Procedures

PIMS plan

Scope
Process
specific
plans

PIMS
objectives

PIMS
Resources

Documents 
e.g. 

catalogue, 
SLAs

Records

Clause 5.5.5 Documented information



Clause 5.6 subclauses

5.6.1 Operational planning
and control (8.1)

5.6.2 Information security
risk assessment (8.2)

5.6.3 Information security
risk treatment (8.3)



Clause 5.7 Performance evaluation

5.7.2 Internal audit (9.2)

5.7.2 Management review (9.3)

Clause 5.7.1: Monitoring, measuring, 
analysis and evaluation (9.1)



Clause 5.8.1 and Clause 5.8.2

5.8.1 Nonconformity and
corrective action (10.1)

5.8.2 Continual
improvement (10.2)



Clause 6: PIMS-specific guidance related to ISO/IEC 
27002



Clause 6.2 Information security policies

Commitment to 
compliance

PII
requirements Responsibilities

Boundaries of
scope

Privacy policy



6.4.2.2 Information security, 
awareness, education and training

Clause 6.4 Human resource security



Clear desk Personal 
details

Simon
@email.
co.uk

6.7.1 Cryptographic controls
6.8.2.7 Secure disposal or re-use of equipment
6.8.2.9 Clear desk and clear screen policy

Clause 6.7 Cryptography and Clause 6.8 Physical and
environmental security



Clause 6.13 Information security incident 
management

6.13.1 Management of 
information security 
incidents and improvements



NEWS TODAY
Friday 25th October 20XX £0.65

BREACH!
PII leak in top firm

dolor sit amet,
consectetur
adipiscing 
Quisque
posuere arcu, et 
convallis justo. 
Integer sed ex 
feugiat, 
accumsan est a, 
elementum leo.

venenatis Lorem ipsum
tortor in

Vivamus 
ornare 
tempor.

Sed id lacus a
tortor gravida
maximus quis

elit. sed lacus.
id Nam sit amet 

elit vehicula, 
vestibulum 
eros ut, 
hendrerit 
metus.
Phasellus 
rutrum

How to 
recognize a 
PII breach/ 

security 
incident

Clause 6.13 Information security incident
management



al data Personal data

al data

al data Personal data

nal data Personal data

al data Personal data

Personal data

Clause 7: Additional ISO/IEC 27002 guidance for PII
controllers



GDPR

Article 6

Clause 7.2 Conditions for collection and processing

1. Identify 
and document

purpose
2. Identify 
lawful basis



Personal data

Personal data

Personal data

Personal data

Clause 7 Obligations to PII principals

7.3 Obligations 
to PII principals



Clause 7.4 Privacy by design and by default

🗸🗸
🗸🗸
🗸🗸



Clause 8: Additional ISO/IEC 27002 guidance for PII 
processors



Clause 8 Conditions for collection and
processing
8.2.1 Cooperation 
agreement

CONTRACT



8.4.2

8.4.2 Return, transfer
or disposal of PII (1)

Clause 8.4 Privacy by design and privacy by default



Summary Contents
in ISO/IEC 27701



1. Scope
2. Normative Reference
3. Terms, definitions and 
abbreviations
4. General



Clause 5: PIMS-specific
requirements related to
ISO/IEC 27001

Clause 6: PIMS-specific 
guidance related to 
ISO/IEC 27002

Clause 7: Additional
ISO/IEC 27002 guidance 
for PII controllers

Clause 8: Additional
ISO/IEC 27002 guidance 
for PII processors



Implement for PIMS

Understand PIMS 
requirement

Privacy Information 
Flow

Check ISMS Scope -> 
Cover PIMS scope

Study Context of 
organization

Implement PIMS Conduct internal audit

Conduct Management 
review



Certify for PIMS

Already implemented
Verify scope of PIMS

covered by ISMS 
Scope

PIMS stage 2 auditPIMS stage 1 Audit Issue PIMS Certificate

Surveillance –
2nd year Recertificate

Surveillance –
1st year

Ensure ISMS Certificate is mainained



Course review and final questions

MANAGEMENT CONSULTING & TRAINING IT AUDIT & 
COMPLIANCE IT SECURITY ASSESSMENT

PT Praba  Sinergi  Utama
The Vida Lantai 7 Jl. Raya Perjuangan  No. 8 Kebon  Jeruk  Jakarta Barat 11530




	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	ISO/IEC 27701:2019
	Course aim
	Benefits of implementing ISO/IEC 27701
	Reminder: What is a PIMS?
	PIMS Plan, Do, Check, Act cycle
	Integration – High level structure
	Contents in ISO/IEC 27701
	Slide Number 57
	4 General
	4 General
	Slide Number 60
	Annex A- F
	Clause 5: PIMS-specific requirements related to ISO/IEC 27001
	Clause 5.2 Context of the organization
	Clause 5.3 Leadership
	Clause 5.4 Planning
	Clause 5.4 Planning
	Clause 5.5 Support
	Clause 5.5 Support
	Clause 5.5.5 Documented information
	Clause 5.6 subclauses
	Clause 5.7 Performance evaluation
	Clause 5.8.1 and Clause 5.8.2
	Clause 6: PIMS-specific guidance related to ISO/IEC 27002
	Clause 6.2 Information security policies
	Clause 6.4 Human resource security
	Clause 6.7 Cryptography and Clause 6.8 Physical and environmental security
	Clause 6.13 Information security incident management
	NEWS TODAY
	Clause 7: Additional ISO/IEC 27002 guidance for PII controllers
	Clause 7.2 Conditions for collection and processing
	Clause 7 Obligations to PII principals
	Clause 7.4 Privacy by design and by default
	Clause 8: Additional ISO/IEC 27002 guidance for PII processors
	Clause 8 Conditions for collection and
	Clause 8.4 Privacy by design and privacy by default
	Summary Contents in ISO/IEC 27701
	Slide Number 87
	Slide Number 88
	Implement for PIMS
	Certify for PIMS
	Course review and final questions
	Slide Number 92

